Women's
Pioneer Housing
Est 1920

Title: CCTV Policy & Procedure
Issue Date: October 2024
Effective Date: Immediately
Documgnt Natasha Roberts
Owner:

Post OT Document Director of Operations
Owner:

Date Approved by

EMT: 17 January 2024
Date Approved by nd

Committee: 22" January 2025
Version number 3

Date of Next

Review January 2027

1. Introduction

1.1.

1.2.

1.3.

This Policy covers Women’s Pioneer Housing’s use of closed-circuit
television (CCTV) systems.

This policy does not cover the following:

e CCTV installed, managed and used by other organisations;
e Dummy CCTV cameras, whether installed by WPH or third parties;
e CCTV cameras installed by WPH residents within their homes.

WPH reserve the right to ensure that CCTV installed by residents is
compliant with the relevant guidelines, and does not breach the
tenancy agreement, and will require installations that do not meet these
standards to be either amended or removed at the tenant’s expense.

2. Purpose

2.1.

This policy aims to ensure that WPH’s use of CCTV systems adheres
to relevant guidance and legislation (including data protection
legislation); is not abused; and is correctly and efficiently operated.



2.2. This policy links to the following sections of the WPH Corporate Plan
2023 - 2028:
e Objective 1 — We will provide safe, well maintained and compliant
homes that reflect our unique aims and objectives.
e Objective 2 — We will create vibrant, clean, sustainable and safe
communal spaces which our residents can be proud of.

3. Legislation/Regulation

3.1. The principal sources for this policy are the Information
Commissioner’s Office (ICO) code of practice for surveillance cameras
and personal information (In The Picture, first issued 2000, revised
2015); and the Home Office Surveillance Camera code of practice
(issued 2013 and amended in November 2021).

3.2. The relevant items of legislation informing these sources are: Data
Protection Act 1998 (DPA); Protection of Freedoms Act 2012 (POFA).
The ICO code of practice was first issued following the passage of the
DPA, and it was revised following the passage of the POFA. The Home
Office code of practice was created following a specific provision of the
POFA.

3.3. Section 20 of the Landlord and Tenant Act 1985 (as amended) (‘the
1985 Act') provides that a landlord (as defined by Section 30 of the
1985 Act) pertaining to resident consultation including also applies as
CCTV is a service chargeable item.

3.4. Similar policies from other RSLs have also been consulted to ensure
consistency of approach?.

4. Policy

4.1. Resident request for CCTV

4.1.1. Resident may request CCTV in the common areas of their building or
estate. All requests will be considered initially by the Senior Housing

Officer.

4.1.2. In order to meet the threshold for consultation the CCTV request must
comply with the justification criteria below.

4.2. Justification for CCTV Installation

! Policies consulted were from Loreburn Group, The Barnet Group, and
Progress Housing Group.



4.2.1.

4.2.2.

4.2.3.

4.2.4.

4.2.5.

4.2.6.

4.2.7.

CCTV will be used where there is a clear and identifiable problem with
ASB and/or criminal behaviour; where other reasonable responses
have not proven to be effective; and where use of CCTV is
proportionate to the problem at hand?.

Unless in exceptional circumstances, CCTV will not be our first
response to a problem. Where alternative reasonable responses have
not been followed, agreement for the installation of CCTV should not
be forthcoming®.Residents will be consulted on the installation of CCTV
as the cost is service chargeable.

Any installation proposals will be subject to a data impact assessment
prior to installation to mitigate any data protection risks.

Points of the CCTV form must be satisfied before installation will be
approved; the form is in line with the ICO’s 12-point compliance
checklist?.

Installation of CCTV will be agreed at Director Level following the
presentation of a business case, a data impact assessment,
consultation response and a completed CCTV form. This will apply
even in cases where the Police have made a specific request that
CCTV be installed.

In some cases residents will ask for permission to install video
doorbells, particularly if they are a victim of domestic abuse. Residents
may be given permission to install their own camera system (including
the use of video doorbells) on the condition that no aspect of their
tenancy or lease is breached when doing so — this may be particularly
useful for residents experiencing domestic abuse. WPH reserves the
right to inspect the installation of the video doorbell and may require its
removal if the tenancy agreement or lease is breached.

The use of recording equipment, such as CCTV or smart doorbells, to
capture video or sound recordings outside the user’s property
boundary is not a breach of data protection law. Residents should try to
point their CCTV cameras away from their neighbour’s homes and

2 The Home Office code (section 1.5) states that “the government is fully
supportive of the use of overt surveillance cameras in a public place
whenever that use is: in pursuit of a legitimate aim; necessary to meet a
pressing need; proportionate; effective, and; compliant with any relevant legal
obligations”.

3 The Home Office code (section 5) states that “the fact that it is possible,
affordable or has public support should not be the justification for processing
personal data”.

4 Home office Code, appendix 2 — see 5.1 below.



4.3.

4.3.1.

4.3.2.

4.3.3.

4.4.

4.4.1.

4.4.2.

4.4.3.

4.4.4.

4.4.5.

4.5.

45.1.

45.2.

4.5.3.

gardens, shared spaces or public streets but this is not always
possible. When people capture images and audio recordings outside of
their property boundary, they should consider how intrusive this activity
is. They should consider whether they can point their cameras
elsewhere or, if possible, apply filters or privacy blocks. In these
circumstances, data protection law also requires them to follow certain
rules, although these are difficult to enforce.

Communication with residents for new installation
The outcome of the consultation will be communicated to residents.
New installations will be communicated with residents clearly.

The use of CCTV is communicated in our fair processing notices to
residents which is available on the company website.

Review of existing provision

All existing CCTV installations will be logged on a central secure
database, in accordance with the WPH Information Management and
Security Policy.

Each installation will be reviewed on an annual basis, unless the
installation is intended to address a shorter-term problem, in which
case review can happen sooner.

The review will establish: (a) if there is still a need for the installation;
(b) if the installation is still compliant with ICO guidelines (i.e. in terms
of signage, direction of cameras, positioning of monitors).

Residents should also be consulted, but where an installation is
demonstrably non-compliant it will be removed or amended to become
compliant.

The review will use the same standard form referred to in 5.1.4 to
ensure consistency of approach. If the review finds that all points are
no longer satisfied, consideration must be given to removal of the
installation.

Individual responsibilities

Responsibility for installation review lies with the Housing Manager.

Responsibility for maintaining the CCTV equipment lies with the Senior
Estate Compliance Officer

Responsibility for maintaining the CCTV database lies with the Housing
Manager.



45.4.

45.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

4.7.1.

4.7.2.

Responsibility for registering WPH’s use of CCTV with the ICO lies with
the Head of HR and Corporate Services.

Responsibility for ensuring CCTV compliance with ICO guidelines is
with the Director of Housing when agreeing to the installation and the
Housing Manager upon review.

Training

Training on the use of CCTV systems used in each installation will be
given to all WPH staff members who might reasonably be expected to
use it (i.e. local ECOs, Scheme Managers, and Housing Officers). This
will ensure that staff absence will not prevent use of systems.

Refresher training on CCTYV for those devices remaining in place will
take place annually.

Training on data protection issues raised by use of CCTV will be
included in overall corporate data protection training.

Record keeping/access request

CCTV footage will not usually be kept for longer than 30 days, in line
with the WPH Data Retention Policy, unless required by the Police or
to support court action. Certain CCTV equipment may store footage for
less than 24 hours. Where external requests are received and
approved while images are still stored, the required images will then be
stored in a secure location with access for necessary individuals only.
Requests for access to CCTV footage will be carried out in accordance
with the WPH Subject Access Procedure and treated as a Subject
Access Request.

5. Further Information

5.1.

5.2.

Home Office code of practice
https://assets.publishing.service.gov.uk/media/619b7b50e90e07044a5
59¢9b/Surveillance Camera CoP Accessible PDEF.pdf.

ICO Video surveillance (including guidance for organisations using
CCTV) https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-
resources/cctv-andvideo-surveillance/guidance-on-video-surveillance-
including-cctv.

6. Contact officer

6.1.

Laura Hagan — Housing Manager

7. Linked Policies

ASB policy and procedure


https://assets.publishing.service.gov.uk/media/619b7b50e90e07044a559c9b/Surveillance_Camera_CoP_Accessible_PDF.pdf
https://assets.publishing.service.gov.uk/media/619b7b50e90e07044a559c9b/Surveillance_Camera_CoP_Accessible_PDF.pdf
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-andvideo-surveillance/guidance-on-video-surveillance-including-cctv
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-andvideo-surveillance/guidance-on-video-surveillance-including-cctv
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/cctv-andvideo-surveillance/guidance-on-video-surveillance-including-cctv

e Data Protection Policy
e Subject Access Procedure
e Data Retention Policy

8. Policy Consultation

Individuals consulted in relation to the new/revised policy approval
should be listed in the table below and all relevant comments detailed.

Who Date Outcome
Resident RESP January 2024 Changes
consultation approved
SMT/EMT EMT 17.1.2024 APPROVED

consultation

Staff consulted

EMT-as above




